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No part of this publication may be reproduced or
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including photocopying, recording, information storage, or retrieval
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No part of the software may be reproduced or
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TRADEMARKS
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RRE - RACF Rules Enforcer, RA/2 CLI
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Updates

Updates

New functions and features: RA/2 RACF CLI (October 2008)
* First release



Benefits

Features

RA/2 CLI
P . . YES
. CLI GUI allows issuing any kind of RACF commands as supported
under TSO/ISPF or TSO native.
li f YES
. HgE CLI GUI supports canned commands
RE 3 YES
. ;‘daf" CLI GUI interface on all platforms is free
o YES
. 1"4135,' Single server host access is free of any charges (RA1TCPIP)
FAL . . YES
L Unlimted number of CLI GUI installations — no extra charge
*  Concurrent server host access is a chargeable component (RA1$MAIN) and a YES
licence key must be ordered. The load modules reside in RA2002.LINKLIB.
The same free GUI can be used.

Benefits

- it requires no TSO (for some users you may even delete the TSO segment in RACF)

- it is free and simple to use

- auser can pre-define RACF commands

- output will be displayed in the same format as under a TSO session

—  GUI can be installed on several platforms not just MS-WINDOWS as other 3™ party
programs

- The GUI works as well under CROSSOVER (by CodeWeavers) - (tested under
0OSX 10.4 and 10.5)



Preface

Preface

CUSTOMER SUPPORT

When contacting Technical Support please provide the following
information:

e Verify there are no outstanding IBM PTF’s/APAR’s to be installed.
e Specify IBM operating system.
e Specify on which platform the CLI is installed Win, OSX, Linux.

E-mail - development group: support@racfra2.com (www.racfra2.com)
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CHAPTER 1: INSTALLATION

The installation of the RA/2 RACF CLI is very simple.

Reserve approximately 1 hour to install it.

SOFTWARE PREREQUISITES

MVS/ESA or z/0S with RACF Version 1.9
One APF library
TCPIP

MS-Windows 98 and highert__l, Apple h", LINUXE

INSTALLATION STEPS

Note:

Each RACF command sent via the GUI to the IBM Host will be executed under the
control of the user connected to the system. Standard SMF logging applies.

It is recommended you test these programs on one of your TEST LPARs first.

ALL programs are shipped on a "AS IS" basis.

Users who are licensed to RA2002 will find the host load modules already in the
RA2002.LINKLIB. Hence no additional download and upload is required for RA1TCPIP
modules.

RA/2 CLI Installation Steps:

1)

Download and install the CLI interface from
http://www.racfra2.com/ (section Free RACF GUI). There is
a ZIP file for each PC platform.

+ MS WINDOWS RACF RA2 client.exe.zip
+ LINUX RACF RA2 client-Linux.zip
+ OSX - INTEL, POWERPC, UNIVERSAL OSX RACF RA2

client-Mac.zip

2)

Download and install the Host server modules in XMIT format
from http://www.racfra2.com/ (section Free RACF GUI).
The ZIP file is called: RA1ITCPIP.XMIT.zip

3)

Define new LINKLIB as APF and update the SCHED member

4)

Define STC procedure and assign a PORT number for
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RA1TCPIP

5) Optionally: Define STC procedure and assign a PORT number
for RA1$MAIN. Concurrent server. Requires RA2002 and a
licence key._The concurrent TCPIP server is a chargeable SW
component. The same GUI can be used which is distributed
for free.

1) Installation of the GUI interface

After the download of the GUI simply unzip the file and install the client on the relevant
platform.

2) Install Host server

After the download of the Host server modules, which are stored in a zipped XMIT file
format, unzip the file and upload it to the host.

+ DASD Space Allocation requirements
SPACE / DIRECT- RECORD

FILE NAME FILE TYPE ORIES FORMAT
RA1TCPIP.LINKLIB Linklib/Loadlib 1,1 1 u

Send XMIT file(s) to HOST
Use the Send Files to Host (MVS/TSO) window or any other FTP utility e.g. WSFTP-LE to
send the XMIT file from your workstation to the Host. Rename on your PC the unzipped file
from RAITCPIP.XMIT to RA1TCPIP.
Pre-Allocate one temporary PDS file using the following format e.g.

SPACE /CYLS =1,1 DIRECTORIES = 1 RECORD FORMAT =FB/80/27920

Invoke the TSO RECEIVE command
You must RECEIVE the file sent to the HOST (your user ID.filename). The file sent to the

HOST is still in the format of “The TSO/E Interactive Data Transmission Facility”.
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The TSO/E Interactive Data Transmission Facility RECEIVE command allows you to obtain
files transmitted to your user-ID. The RECEIVE command queries the Job Entry Subsystem
(JES) on your behalf to determine if there are any files for your TSO user-ID. If there is at
least one file, the RECEIVE command will obtain the file from JES and then display
descriptive information about the file. You will then be prompted for information to control
the RECEIVE operation. You may choose to accept the default dataset name (the original
dataset name with your prefix replacing the sender's user-ID) and space information by
simply pressing the key marked ENTER. You may also specify overriding parameters as
described later on. After you have successfully received a file, the RECEIVE command will
continue processing with any remaining files. If requested by the sender, a notification of
receipt and the success of your RECEIVE command processing will be transmitted back to
the sender.

* The format of the RECEIVE command is (enter TSO HELP RECEIVE for more
details):

RECEIVE

USERID (USERID)

PARM (STRING)

INDATASET (DSNAME) /INDSNAME (DSNAME) /
INDDNAME (DDNAME) /INFILE (DDNAME)
LOGDATASET (DSNAME) /LOGDSNAME (DSNAME)
DISPLAY/NODISPLAY

NAMES/NONAMES

THE RECEIVE COMMAND WILL PROMPT YOU FOR ADDITIONAL
PARAMETERS AFTER OBTAINING A FILE FROM JES. IF YOU

DO NOT SPECIFY ANY PARAMETERS, THEY WILL BE DEFAULTED
OR OBTAINED FROM THE CONTROL RECORDS TRANSMITTED WITH
THE DATA.

e Issue the TSO/RECEIVE command e.g. under ISPF option 6:

ISPF COMMAND SHELL
ENTER TSO OR WORKSTATION COMMANDS BELOW:

===> RECEIVE USERID (USERID) INDSNAME ( ‘YOUR.RA1TCPIP.XMIT (RA1TCPIP)’)

When issuing the TSO RECEIVE command you will be prompted to supply INMR906A4
Enter restore parameters or 'DELETE' or 'END'. Enter a data set name of your choice under
which data set name the file will be stored. For example: da(‘your.RAI1TCPIP.LINKLIB’)

Execute the TSO/RECEIVE commands in batch mode:

//STEP1 EXEC PGM=IKJEFTO1
//SYSLIST DD SYSOUT=*
//SYSTSPRT DD SYSOUT=*
//SYSLIST DD SYSOUT=*
//SYSUDUMP DD SYSOUT=*
//SYSTSIN DD *
RECEIVE USERID(???2?2?2?2?) +
INDSNAME ( ‘YOUR.RA1TCPIP.XMIT (RA1TCPIP) ')
DATASET (' YOUR.RAITCPIP.LINKLIB') UNIT (SYSDA) VOLUME (VOLSER)
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3) Define APF LINKLIB and SCHED= in PARMLIB

The RACF CLI interfaces requires that the following definitions are present in the
PARMLIB:

+ member SCHEDxx ( "PPT PGMNAME(RA1$TCP1) CANCEL KEY(7) ")

+ member PROGxx (“APF  ADD  DSNAME(your.RA1TCPIP.LINKLIB)

Note
When activating the SCHED member by using the T SCH= system command, make sure all
other SCHED entries remain active as well. Audit should be made aware of this new entry in
PARMLIB.

4) Define one STC procedure to start RA1TCPIP (TCPIP server address space)

The RACF CLI interfaces requires the following STC procedure:

//RA1S$STCP1 EXEC PGM=RA1$TCP1l,PARM='PORT=11009"'
//STEPLIB DD DISP=SHR,DSN=???????.RAITCPIP.LINKLIB

For test purposes you can run above procedure as well as a batch job. When running the
procedure as an STC (started task) you must define the relevant items as well in RACF
(RDEFINE STARTED ....).

GUL

5) RA2002 only: Define one STC procedure to start RA1$MAIN (TCPIP concurrent server

address space)

If you have RA2002 installed you can utilize the concurrent server. A concurrent server
accepts a client connection, delegates the connection to a child process of some kind (in here
RACF commands), and immediately signals its willingness to receive the next client
connection.

The RACF CLI interfaces requires the following STC procedure:

//RA1STCP1l EXEC PGM=RA1SMAIN, PARM='PORT=11008"
//STEPLIB DD DISP=SHR,DSN=2?222???.RA2002.LINKLIB
//RA1LOG DD SYSOUT=*

//SYSTCPD DD DISP=SHR, DSN=TCPIP.TCPPARMS (TCPDATA)
//SYSLIST DD SYSOUT=*

For test purposes you can run above procedure as well as a batch job. When running the
procedure as an STC (started task) you must define the relevant items as well in RACF
(RDEFINE STARTED ....).

10



Note
1. Update to the SCHED member in PARMLIB applies: PPT PGMNAME(RA1$SMAIN)
CANCEL KEY(7) .
2. RA1SMAIN will not work without a licence key

11
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CHAPTER 2: USING RA/2 CLI INTERFACE

Once you installed all components you can activate the GUI and you

should be presented with the following window:
RA/2 RACF CLI Interface

o RAC/Pack

Password

S5L New Password

Enter RACF command and issue "SendCmd" (max. 4096 chars):

Search

www.racfraz.com

racfra2.com "
Caorporation ¥
Copyright 2008 { 4k

You must provide the IBM Host IP address and the port number. The port number is the
same as defined in the STC RAITCPIP.

To execute any commands you must provide your RACF user-ID with you password (max. 8
characters). In case a password expired you can enter a ‘New Password’. Above information
can be stored under preferences. The password will not be stored.

The GUI connects to the host server address space and executes the required RACF
command. After execution the GUI will disconnect from the server address space.
RAI1TCPIP address space supports only one connection at the time. If a concurrent version
supporting up to 255 users is required, you have to contact your local sales/support.

13
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Available options

Preferences Preferences

IBM Host Port TCP/IP S5L

Username LOG activity

The supplied data will be stored in the preferences file.

Preferences allow you to store:

o IBM Host IP address

o Port number to connect to (refer to e.g. RA1ITCPIP STC)

o SSL shall be used

o LOG activity shall be active. A new window will be opened
and list the connect activities. Use this option only if really
required.

o Passwords cannot be stored

SEND CMD This will execute the supplied RACF command. Command
authorization will be performed by RACF based on your user-ID.
Standard SMF logging applies.

CLEAR CMD This will clear the output buffer. Each time a command is sent to the
server, that buffer will be erased.

FIND This option allows you to search the output for a given data string. R-

R-FIND FIND repeats the search until the last buffer line has been
scanned.

GET CMD This option allows you obtain canned RACF commands. You can

create/add your own commands. The commands defined are only
available on your PC and are not shared.

14



RACF command repository

Add Remove Edit Search
Comment RACF Commanc
Add dataset - Seclevel ADDSD 'SALES.™ UACCIREAD) AUDITIALLIREAD)) SECLEVELICOMFIDENTIALY ;
Add group ADDCGROUP SYSINY SUPCROUPIRESEARCH) MODELRACF.MODEL PROFILE) DATARA...
Add group DFP ADDGROUP DFPADMMN SUPGROUPSYSADMMN) OWMER{SYSADMNM) DFRDATACLASIDF ...
Add group OMVS ADDCROUP UNIKCRP ONVSAUTOCID HOMES fu/unixgrp’) CPUTIMEMAXIS 000) ASSIZ...
Add group UNIVERSAL ADDGROUP NETGROUP DATANNTERMET CUSTOMER GROUP) SUPCROUPSYS 1) OWN...
Add user ADDUSER. PUBLIC DFLTGRPEXTERMAL) OMVSILID(998) Home!' /) PROGH /bin/sh’)
Add user - AT ADDUSER, RCHO1 DFLTGRAPAYROLL) OWHERPAYROLL) PASSWORDIPASS) MAMER. ...
Add user - CLAUTH ADDUSER, PIZ33 NOPASSWORD OIDCARD CLAUTHTAPEVOL TERMINALY AUDITOR
Add user - DCE ADDUSER CSMITH DFLTGRPISYSOM) OWMNERISYSADM) NAME[C ). SMITH) OMVS{UIDK ...
Add user - DFP ADDUSER WIONES DFLTGRPISYS05) OWNER{DFFADMMN) NAMECW.E JOMES) DFPIDAT...
Add user - EIM - User RACFADMN ... ADDUSER MRSERVER EIM{LDAPPROFeimdomainALookup))
Add user - given TIME ADDUSER PIZ30 NAMEIOHN DOE) ADDCATEGORYNEWEMPLOYEE) SECLEVEL(NOSE...
Add user - KERB ADDUSER RONTOMS KERB(KERBMAME('KerberizedUser'))
Add user - LANGUAGE ADDUSER. DAFD DFLTGRARESEARCH) NAMED. M. BROWN') LANGUAGE! PRIMARYEN...
Add user - LNOTES NDS ADDUSER, PCUSER 1 LNOTES(SMAMENEW-CUY 17 NDSIUNAMEDIRADMINY
Add user - MODEL ADDUSER. RADMIN DFLTCGRPSYSING MODELIRACF ACCESS) NAMERACF ADMINISTR...
Add user - NORESTRICTED ADDUSER RACFUOO NORESTRICTED
Add user - OMVYS ADDUSER CSMITH DFLTGRPSYSOM) OWMNERSYSADM) MAMEC. ). SMITH) OMYS{UIDY...
Add user - RESTRICTED ADDUSER PUBLIC RESTRICTED
Add user - TSO ADDUSER TBURNS DFLTGRPTSOTEST) OWNER(TSOADMM) MAME(T.F. BURNS) TSOIA...

Alter dataset - ADDCATEGORY ALTDSD PAYROLLDEFTZ DATA OWNER(IPAYROLL) ADDCATEGORY(FINANCIAL PERS...
Alter dataset - AUDIT attribute ALTDSD 'SALES.ABC.*' AUDIT (FAILURES(READ) SUCCESS (UPDATE))

Alter dataset - DFP ALTDSD 'RESEARCH. TEST.DATAS' DFRRESCMWMER(ADME)) ONLYATICLCON.DROLLO)
Alter dataset - ERASE attribute ALTDSD 'RESEARCH.PROJOZ.DATA' UACCINOMNE) AUDITIALLREAD)) GENERIC NOTIFY!...
Alter dataset - GLOBALAUDIT  ALTDSD 'PAYROLLACCOUNT CLOBALALDIT{SUCCESSREAD)) VOLUMESYS003)

Alter dataset - RETPD (tape retenti... ALTDSD SYSINV.ADMIN.DATA' DATAILST OF REVOKED RACF USERIDS') RETPDNIE0)

Alter arnnn - Al TCROLIP PROIFCTA SUHPCROIBIPAYRO | CWKFR(PAYRO 1) TERMUACT T

"Double-Click" on a row to move the command to the "SendCmd" input field.

Note

You can add, delete and modify commands you may require. None of the
commands can be shared with other users as they are installed only on
your workstation.

INDEX

CONCUFTENE SCEVET .....veeenveeeveieeerenseeereseessesesseesesseessessesssesessensens RATSMAIN. ..ottt 11
PARM="PORT=2?2?7??"...cccoeceu... TPCNAMES??77727 oo 10
PPT PGMNAME(RATSMAIN) ...cooiitiieiereeeecreeereeeeere e
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